Jledazozam ob ungopmayuonnoi besonacnocmu

EJATOI' AM Ob THOOPMAIIMOHHOM FEE30ITACHOCTH

Korma peds 3axo1uT 00 MHPOPMAITMOHHOW 0€30TIaCHOCTH, 0OBIYHO MBI HAYMHAEM TyMaTh
0 KOMIIBIOTEpaXx, CEeTsAX, MHTEPHETE U Xakepax. Ho st oOpa3oBarenbHOM cpelbl mpolieMa CTOUT
IIUpe: B OTPAXKJICHUH YJaIerocs oT HH(OpMALU, KOTOpasi MOKET HEraTUBHO TIOBIIUATH Ha €T0
(dhopMHpOBaHKE U PA3BUTHE, TO €CTh O MPOIATAHJIC PA3IMYHON HAIIPABIICHHOCTH.

[Nonsitne nHGOPMAITMOHHON 6€3011aCHOCTH

[Tox nadopmanoHHON 6E30MACHOCTHIO0 TOHUMAETCS 3aIUIIEHHOCTh HHPOPMAITMOHHOMN
CHCTEMBI OT CJIy4ailHOrO WM MPEHAMEPEHHOI0 BMEIIATENbCTBA, HAHOCSILETO yIepo
BJIaJI€TIbIIAM WJIM MOJIb30BATENSIM UH(DOPMALIHH.

Ha npaxTrke Ba)XHEHIIUMU SBIISIFOTCS] TPU aclieKTa MH(POPMaIIMOHHONW 0€301aCHOCTH:

JTOCTYITHOCTH (BO3MOKHOCTB 33 Pa3yMHOE BpeMsI IOJIY4UTh TPeOyeMyIo
MH(OPMALIMOHHYIO YCIIYTY);

[IETIOCTHOCTD (aKTYaJIbHOCTh M HEIPOTUBOPEUNBOCTh MH(OPMAITNH, €€ 3alTUIIICHHOCTh OT
pa3pylieHus ¥ HECAaHKIIMOHUPOBAHHOTO M3MECHECHHS );

KOH(HICHIIMAIBHOCTD (3aliTa OT HECAHKITMOHUPOBAHHOTO IMPOYTECHHS ).

Hapymienust 1ocTynmHOCTH, 1IEJIOCTHOCTH U KOH(PUICHIIMATbHOCTH HH(OPMALIUK MOTYT OBITh
BBI3BaHbI PA3IMYHBIMU OMACHBIMU BO3JIEHCTBUSMU Ha HH(OOPMALIMOHHBIE KOMIIBIOTEPHBIE
CUCTEMBI.

OcHoOBHBIE yTPO3bI HHPOPMAITUOHHOM 0€301MaCHOCTH

CoBpemeHHast UHQOpPMAIIMOHHAS cCTEMa MPEJCTaBIIsIET cO00 CIIOKHYIO CUCTEMY,
COCTOSIIIYIO U3 OOJIBIIOTO YKC/Ia KOMIOHEHTOB Pa3IMYHOIl CTeeHH aBTOHOMHOCTH, KOTOPbIE
CBSI3aHBI MEX]Ty COO0M 1 0OMEeHHBAIOTCs NaHHBIMU. [IpakTHuecku Kaskplii KOMIIOHEHT MOKET
MOABEPrHYTHCS] BHEIIHEMY BO3ACHCTBUIO MU BBIMTH U3 CTpOsi. KOMIIOHEHTHI
aBTOMATU3UPOBAHHON MH(OPMALIMOHHON CUCTEMBbI MOXKHO Pa30UTh Ha CIIEYIONINE TPYIIIbL:

AnmapartHbie cpeicTBa. DTO KOMIIBIOTEPHI M UX COCTaBHBIC YacTH (TIPOIICCCOPHI, MOHUTOPBI,
TepMHHAIIBI, ieprdepuiiasie yerpoiictBa [ mpuHTEPDI, KOHTPOIUIEPHI, KaOesH, IMHUK CBSI3H 1
T.1.);

[IporpamMmmuoe obecrieueHre. ITo MPHUOOPETEHHBIE TPOTPAMMBI, UCXOJHbIE, OOBEKTHBIE,
3arpy304HbI€ MOJIYJIH; OTIEPAIIHOHHBIE CUCTEMbI U CUCTEMHBIE MPOTPaMMBbl (KOMITUIISTOPBI,
KOMITOHOBILIUKY U JIP.), YTUJIHUTHI, IUarHOCTUYECKHE MPOTPaMMBbI U T.11.;

Z[aHHLIC, XpaHHUMBbIC BpEMCHHO U ITOCTOSHHO, HA JUCKAX, (I)J'IBH.IK&X, INEYaTHBIC, apXUBBI,
CUCTCMHBIC JKYPHAJIbI U T.I.

HepCOHaJ'I. HOJ'IL3OBaTeJ'II/I, CUCTCMHBIC AIMUHUCTPATOPHI, IPOTPAMMUCTLI U [IP.

OmnacHele BO3JIEHCTBUS HA KOMITBIOTEPHYIO HH()OPMAITMOHHYIO CUCTEMY MOKHO I0/Ipa3/IeuTh
Ha ciTy4JaiiHble U TpeAHaMepeHHble. AHAIN3 ONbITa IPOSKTUPOBAHHUS, U3TOTOBJIECHUS U
HKCIUTyaTali HHOOPMAIIMOHHBIX CUCTEM MOKA3bIBAET, YTO WH(OPMAIIHS OIBEpraeTcs
Pa3IUYHBIM CIy4alHBIM BO3JICHCTBUSAM Ha BCEX Tamax IMKIIA )KU3HU cUcTeMbl. [Ipnunnamu
CIIy4alHbIX BO3JCUCTBUI MPH IKCIUTyaTallM MOTYT ObITh:

aBapHﬁHLIe CUTYyallun nU3-3a CTUXUMHBIX 66HCTBHI>1 U OTKJIIOYCHH I SJICKTPOIIUTAHUA,



OTKa3bl M cOOU ammaparypsl;

OIMOKHU B IPOTPaMMHOM 00€CIICUCHHH,

omMOKK B paboTe mepcoHana;

IOMEXH B JINHUAX CBSI3U U3-3a BO3JICHCTBUI BHEIIHEH CPEIbI.

[IpeaqnamepeHHbIe BO3ACUCTBUSA - 3TO LIEJICHANIPABICHHBIE IEUCTBUS HapyLIUTeNs. B kauecTse
HapyLUTEIsA MOTYT BBICTYIIATh CIyXKallUi, IOCETUTEINb, KOHKYPEHT, HAEMHUK. /[eficTBrs
HapyIIUTENS MOTYT ObITh OOYCIIOBJIEHBI pa3HBIMU MOTHBAMU:

HEJIOBOJIBCTBOM CITY’KaIllero CBOEH Kapbepoil;
B3STKOMU;
JIFOOOIIBITCTBOM;
KOHKYpPEHTHOH 00pb00ii;
CTPEMJICHHEM CaMOYTBEPAUTHCS JIFOOOH 1IEHOH.
MOo3kHO COCTaBUTh TUIIOTETUYECKYIO MOJIENb MOTEHIIUAIBLHOIO HapYIIUTEIS:
KBaJIM(UKALMsI HapYIIUTENS HAa YPOBHE pa3paboTurKa JaHHOW CUCTEMBI;

HapyIIUTEIEM MOKET OBITh KaK MIOCTOPOHHEE JIUII0, TaK M 3aKOHHBIN TOJI30BaTEIb
CHCTEMBI,

HApYIIUTEII0 H3BECTHA MHPOPMAIUS O TIPUHIIUIIAX PA0OTHI CHCTEMBI;
HapyIIuTenbh BEIOMpaeT HanboJiee caboe 3BEHO B 3aIUTE.

Haubonee pacnpocTpaHeHHBIM U MHOTOOOPa3HbIM BUIOM KOMIIBIOTEPHBIX HAPYIICHUH SBIISAETCS
HECaHKIMOHUPOBAHHBIN JOCTYM. HecaHKIIMOHUPOBAHHBIN TOCTYH HCIOIb3YET JII0OYIO OIIUOKY
B CHCTEME 3aIIUThl U BO3MOXKEH IPH HEPAIIMOHAIBHOM BbIOOPE CPENICTB 3aLIUTHI, NX
HEKOPPEKTHOM YCTAaHOBKE M HaCTPOMKE.

HpOBeI[eM KJ'IaCCI/I(bI/IKaI_II/IIO KaHaJIOB HECAHKIIMOHUPOBAHHOT'O AOCTYIIA, II0 KOTOPBIM MOXXHO
OCYIICCTBUTh XUIICHUE, U3MCHCHNEC UJIKM YHUYTOXKCHUEC PIH(bOpMaHI/II/IZ

Yepes yenoBeka:
XUIIIEHNE HOCHTENEeH HH(POPMAIIH;
yTeHre MHQOPMALUK C SKpaHa WM KJIaBHATYPHI;
yTeHre HHQOPMALUK U3 PacIIedaTKH.
UYepes nporpammy:
nepexsar napoJei;
nemudpoBKa 3amnppoBaHHON HHPOPMAIHH;
KOMMPOBaHUE UH(POPMAIIUU C HOCUTEJSL.
Yepes anmaparypy:

MOJIKJTFOUEHHE CIIEIATIbHO pa3pab0OTaHHBIX alllapaTHBIX CPEACTB, 00ECTIEYMBAIOIINX
J0CTYN K MH(popManum;



nepexBaT NOOOYHBIX AIEKTPOMArHUTHBIX U3IYYCHHUH OT anmnapaTyphl, JMHUN CBSI3HU, CETEH
JJIEKTPONUTAHUSA U T. 1.

Oco60 crieayeT 0CTaHOBUTHCS HA YTPO3axX, KOTOPBIM MOTYT ITOJIBEPraThCst
KOMIbIOTepHBIE ceTH. OCHOBHAs 0COOEHHOCTH JIF000H KOMITBIOTEPHOM CETH COCTOUT B TOM, YTO
€€ KOMIIOHEHTBI paclpeIeeHbl B IPOCTpaHCTBE. CBsA3b MEXLy y3JIaMH CETH OCYILECTBIISIETCS
(U3NIECKU C TIOMOIIBIO CETEBBIX JIMHUN M MMPOTPAMMHO C MTOMOIIBI0 MEXaHU3Ma COOOIIECHHI.
[Ipu 3TOM ynpaBisitole COOOIIEHUS U JTaHHBIE, IEPEChIaEMble MEXIY Y3JaMU CETH,
nepeaaTcs B BUAE makeToB oOMeHa. KoMmbloTepHbIE CeTH XapaKTepHbI TEM, YTO MPOTUB HUX
MIpeAIPUHUMAIOT TaK Ha3bIBa€MbIE y/laJeHHbIE aTaku. HapymuTennb MOKeT HaXOAUThCS 3a
TBHICSIYM KMJIOMETPOB OT aTaKyeMOTO 00bEKTa, IPU 3TOM HAIaJICHUIO MOXET IOJBEPraThCs He
TOJIbKO KOHKPETHBIA KOMIBIOTEP, HO U MH(OpMaLs, Iepearolascs 10 CETEBbIM KaHalaM
CBSI3H.

Ob6ecneuenre HHGHOPMAITMOHHONU O€30MTACHOCTH

dopmupoBaHue pexxuma HHPOPMaIIMOHHOW 0€30MacHOCTH MpolieMa KoMIuieKkcHas. Mepbl 1o
€€ peIIeHUIO MOXHO MOIpa3AeuTh Ha MATh YPOBHEH:

1. 3akoHOMaTENBHBIN. DTO 3aKOHBI, HOPMATUBHBIE aKThI, CTAHAAPTHI U T.II.
HopmartuBHo-nipaBoBas 6a3a onpenensomnas nopsaoK 3auiTbl HHGOPMaIUH:

2. MopanbHO-3THYeCKHA. BCEBO3MOXKHBIE HOPMBI TTOBEICHHU S, HECOOIIOICHNE KOTOPBIX BEIET K
MaJICHUIO MPECTHKa KOHKPETHOTO YEJI0OBEKA MM LEJION OpraHu3alii.

3. AnMuHHCTpaTUBHBINA. [leficTBUs 001Iero Xapakrepa, IpeapuHIMaeMble PYKOBOJICTBOM
opranu3zanuu. TakuMu JOKYMEHTaMH MOTYT ObITb:

MIPUKa3 PYKOBOJMUTENSA O Ha3HAYCHHWH OTBETCTBEHHOTO 3a o0ecrieueHrne NHPOPMAITHOHHON
0E€30I1aCHOCTH;

JOJDKHOCTHBIC 00S3aHHOCTH OTBETCTBEHHOTO 3a 00eciiedeHre HH(MOPMAIIMOHHOM
0€30I1aCHOCTH;

MepeyeHb 3alNIAaeMbIX HHPOPMAIIMOHHBIX pecypcoB U 0a3 TaHHbIX;

HMHCTPYKIUIO, OTPECIISIONIYIO MOPSIIOK MTPeoCcTaBlieHuss HHGOPMAIIUU CTOPOHHUM
OpraHM3aIUsaM 10 UX 3alpocaM, a TAKXKe I0 MpaBaM J0CTyIa K Hell COTPYTHUKOB OpraHU3aIiu.

4. duzndeckui. MeXaHI/I‘IeCKI/Ie, QJICKTPO- U SJICKTPOHHO-MCXaHUYCCKHUC IIPCIIAATCTBHA HA
BO3MOJKHBIX ITYTAX IPOHUKHOBCHUS TOTCHIHUAJIBHBIX Hap}’HIHTeﬂeﬁ.

5. AnmapaTHo-TIporpaMMHBIH (3JICKTPOHHBIC YCTPOUWCTBA U CIICIIUATBHBIC TPOTPAMMBI 3aIUTHI
nHpopManun).

PexomeHnpanuu mo opraHu3alnuu pa6OTBI B I/IHq)OpMaI_II/IOHHOM IIPOCTPAHCTBEC

1. Ilepen HayagoM pabOThl HEOOXOIUMO YETKO cHhOPMYIUPOBATH LIEb U BOIIPOC MOUCKA
uHpOpMalUu.

2. XKenarempHo BBIpa60TaTB ONTUMAJIbHBIN AJITOPUTM IIOUCKA HH(bOpMaHHH B CCTHU I/IHTepHeT,
YTO 3HAYUTCIIBHO COKPATUT BPEMS U CHUJIbI, 3aTPAYCHHBIC HA IIOUCK.

3. 3apaHee yCTaHOBUTH BPEMEHHBIN JTUMHUT (2-3 vaca) paboThl B MHPOPMALIMOHHOM
IIPOCTpaHCTBE (IPOCMOTP TeNENepeauu, uyreHue, IHTepHer).

4. Bo Bpems paboThl HEOOXOJMMO JIe1aTh nepepbiB HA 5-10 MUHYT U1 CHATHS (PU3HUECKOTO
HaNpsOHKEHUS U 3pUTEBHONM Harpy3KH.



5. Heo6xo1umo 3HaTh 3-4 ynpaXHEHUs JJIs1 CHATHUS 3PUTEIIBHOTO HANPSKEHUS U (PU3HUECKOn
YCTaJIOCTH.

6. PaboTath B XOpOIIIO IPOBETPEHHOM TIOMEIICHHUH, ITPH ONTHMAIEHOM OCBEIICHUH U B YI00HOM
ro3se.

7. He cTouT JIErKOMBICICHHO 00paIaThes CO CaM-IIMCbMaMH 1 3aXOJUTh Ha HeOe30acHbIe
BeO-calThl. [[y1ss MHTEpHET-TIPECTYITHUKOB BBl CTAHOBUTECH JIETKOH TOOBIYEH.

8. IIpu perucrpanuy B COLMAIBHBIX CETAX, HE YKa3bIBAalTE CBOU IIEPCOHAIIbHBIE JaHHbIE,
HanpuMep: aJpec WIN ACHb POXKICHHUSL.

9. He ucnonp3yiite B JOTMHE WU NapoJie IEPCOHAIbHbIE JAHHBIE.

10. Bee 3T0 103BOJISI€T HHTEPHET-NPECTYITHUKAM OJIyYUTh JaHHBIE IOCTYMA K aKKayHTaM
AJIEKTPOHHOM MOYTHI, a Takke nHpuuposats goMamaue [1K s Bkirouenns nux B 00T-ceTh UM
JUIS TOXUIIEHUS] 0AHKOBCKUX JIaHHBIX POJUTENEH.

11. Co3znaiite coOCTBEHHBIM NMPOQUIIL HA KOMIBIOTEPE, YTOOBI 00€30MacuTh HH(OPMALIUIO,
XPaHSAIIYIOCS Ha HEM.

12. He 3a0bIBaiiTe, yTO (paKThl, 0 KOTOPHIX BBl y3HaeTe B VIHTepHeTe, Hy’KHO OUY€Hb XOPOLIO
MIPOBEPUTH, €CIIN BHIOYJIETE UCIIOIB30BaTh UX B CBOEH AoMalHel padoTte. Llerecoobpasno
CPaBHMUTbH TPHU UCTOUYHUKA HH(OPMALINU, IPEXKIE YEM PEIINTh, KAKUM UCTOYHHKAM MOXKHO
JOBEPATb.

13. O mocroBepHOCTH HHGOPMAIINH, TIOMEIEHHON Ha CATe MOYKHO CYIUTH IO CAMOMY CaMTy,
y3HaB 00 aBTOpax caira.

14. Pazmemias uadopmaruio o cede, CBOUX OJU3KUX M 3HAKOMBIX Ha CTPAHUIIAX COIMAIbHBIX
CETEeH, CITPOCUTE MPEABAPUTEIBHO pa3pelIeHUue Y TeX, 0 KoM OyeT 3Ta nHpopMarus.

15. He cnenyet pa3MemniaTs Ha CTpaHHUIaX BeO-caiiToB cBou (poTorpadum u pororpadun cBoux
ONM3KUX U 3HAKOMBIX, 32 KOTOPBIC BAM IIOTOM MOXKET OBITh CTBIHO.

16. CoGnromaiiTe mpaBuia 3TUKH Mpu o0meHnn B UHTepHEeTe: rpy0OCTh TPOBOLUPYET APYTUX HA
TaKoe ke MOBEJCHHE.

17. Ucnionw3ys B cBoel paboTe MaTepuall, B3AThIN U3 HH(OOPMAIIMOHHOTO HCTOYHHKA (KHHTA,
nepuouieckas rneyatb, IHTEpHET), clieAyeT yKa3aTh 3TOT UCTOUYHUK WH(OPMALIMU WU CAENaTh
Ha HEro CChUIKY, €CJIM MaTepuai ObUl BaMu niepepaboTaH.
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